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editor’s note

Let’s Roll (Out)

WHEN WE LAUNCHED RFID Journal magazine in
2004, I envisioned it as something of a manual
for RFID deployments. I don’t mean that we
would show you in these pages how to
attenuate the output of a reader antenna. The
magazine was, and still is, designed to be a ref-
erence companies can turn to for insights and
information, so they can
deploy RFID technologies
successfully, to improve ef-
ficiencies and lower costs.

To that end, the maga-
zine provides business
strategies for deciding how
to use RFID, case studies il-
lustrating how companies
deployed RFID, specifics
on how organizations in a
particular sector are using
RFID, and guidelines for
choosing hardware and
software, based on the
application. In addition,
we synthesize the lessons
companies learn from
their RFID deployments
into best practices for new
adopters. Our cover story in this issue examines
best practices for rolling out an RFID system
from one site to multiple locations (see page
14). We talked with end users who have led
multisite rollouts, including Cisco’s Maryanne
Flynn and Disney’s Vinny Pagliuca, and solu-
tion providers who have been involved with
numerous multisite rollouts.

In some ways, rolling out RFID to multiple
sites is no different from rolling out any new
technology across the enterprise. You must de-
velop business and deployment plans. But RFID
is still a relatively new technology, and you
want to make sure your plans address specific
issues. That's where those with experience de-
ploying RFID can help you avoid pitfalls and
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make smart choices. Among the questions our

best practices story helps to answer are:

«» Should you require that all sites use the same
hardware and software or provide some lati-
tude about specific technology?

» Are workflows and processes the same at all
sites or will adjustments have to be made?

» Can you transition to RFID without inter-
rupting current business processes?

« Do the new facilities have any unique charac-
teristics that could affect the RF performance
of the system?

The answers we provide to these questions
and other critical issues will be valuable regard-
less of the RFID solution you plan to roll out.

The mining industry is not a sector often
associated with high technology, but a few
companies, such as Vale, have been rolling out
RFID systems, to automate manual processes
and improve worker safety. In fact, using RFID
for personnel tracking is a growing trend in
many developed regions. Now, Vale and
other early adopters are paving the way for using
RFID to enable ventilation-on-demand, which
improves air quality underground and delivers
significant cost savings (page 22).

RFID Journal also keeps readers up to date on
RFID innovations. Our Product Developments
story on page 30 looks at the many emerging
Near-Field Communication solutions, and the
wide variety of NFC tags available for different
applications.

If you're planning a multisite rollout, I hope
you'll first take a few minutes to read our cover
story. It could save you a lot of headaches
down the road.

Mark Roberti, Founder and Editor
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ENTERTAINMENT

Turning Tablets Into Playland

By combining NFC technology and optical sensors, a startup hopes to enable tablets
to recognize and interact with multiple toys simultaneously.

- Ident1'¥'n D) _G

IdentiToy’s CEO, Arjuna Karunaratne, says the
optical sensor and NFC tag (pictured above) are
designed to fit in a small toy car.

KIDS LOVE THEIR TOYS. They also love games on tablets, so it
was inevitable that companies would invent toys that interact
with scenes displayed on tablets. Disney, for example, has
developed AppMATes. Small cars modeled after characters in
the animated movie Cars 2 have touch sensors that allow
them to interact with the touch screen. As children move the
cars, they can interact with images in a Cars application.

The current toys use touch technology, so only a few toys
can be on the tablet surface at once. A company called
IdentiToy hopes to overcome that limitation. Using Near-
Field Communication technology, a tablet would be able to
identify numerous toys on the tablet screen simultaneously.
An optical sensor in the base of each toy would get position
data from the tablet, which would be relayed back to the
tablet via the NFC transponder. This would enable the screen
to change as the position of the toys change.

IdentiToy has developed a proto-
type to prove the concept works and
is offering an evaluation kit develop-
ers can use to create toys. The firm
hopes to make money by licensing
the technology. “There’s a huge mar-
ket for toys that can be put on a tablet
to create an interactive experience,”
says CEO Arjuna Karunaratne. “That’s
what we are trying to promote.”

The system won’t work with most
current tablets, because they don’t
have NFC readers and don’t commu-
nicate position through a grid in the
tablet screen. But Karunaratne says
with a slight modification, the LEDs
used to backlight tablet screens could
create a grid with position data that
would be communicated back to the
tablet through an NFC chip, over-
coming the limits of touch-based
options.

“Imagine a child places a toy figure
on a tablet, and the NFC reader in the
tablet recognizes the toy,” he says. “The device goes out to an
external database, downloads the appropriate app and
launches the app. And the child starts playing.”

The concept could also be used for adult games. People
could place chess pieces on a virtual chessboard, and the
position of each piece could be saved, so the players could
resume the game in the future. It could be a good teaching
tool, as well. Placing an item on a tablet would call up inter-
active information about the object.

“I see this as being a part of the capabilities of all touch
screens someday,” Karunaratne says. “All devices will emit
the position, and then people can use that information to
have objects interact with the screen. The first tablet maker
that provides positioning data and NFC capabilities will
likely do well, just as Samsung benefited from embracing
NFC technology in its phones.” —Mark Roberti
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ENVIRONMENT

The Birds and the Bees—

And RFID

A simple tagging procedure could help solve a global problem.

HONEYBEES PLAY a critical role in the global
food supply chain. They pollinate plants on
farms worldwide, enabling crop production.
But bee populations have been declining in
North America, Europe and many other
regions, due to colony collapse disorder (CCD),
an unexplained disappearance of worker bees.

While CCD is not a threat in Australia,
researchers at the Commonwealth Scientific
and Industrial Research Organisation (CSIRO),

The bees manage to fly normally with the chip posi-
tioned close to their center of mass.

the county’s national science agency, are
RFID-tagging 5,000 honeybees in Tasmania to
learn what environmental conditions are
affecting bee behavior. Bees have been RFID-
tagged before to try to identify the factors con-
tributing to CCD and declining pollination
rates, but this is the largest study to date.
“Honeybees play a vital role in the land-
scape through a free pollination service for
agriculture, which various crops rely on to
increase yields,” says Paulo de Souza, head of
the research team. “A recent CSIRO study
showed bee pollination in Faba beans could
lead to a productivity increase of 17 percent.
Better understanding of bee behavior could
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help us improve pollination rates.”

The project began in September 2013, when
the researchers experimented with different
glues and chip positions on the bees; the bees
manage to fly normally with the chip close to
their center of mass. The researchers chill
each bee in a refrigerator for roughly 10 min-
utes, so the insect’s metabolism slows down
and they can glue a 2.5 mm by 2.5 mm RFID
transponder from Hitachi Chemicals on its
back. The transponders operate at 860 MHz to
960 MHz, and have an antenna etched into the
chip itself.

The bees are released into the wild and then
tracked using RFID readers from a variety of
solution providers, which are placed around
hives and feeders with pollen and nectar. “We
managed to get readings from more than 10
RFID tags simultaneously at distances up to
about 30 cm [almost 12 inches],” de Souza says.

The data collected enables the researchers
to study when the bees leave the hive and
when they visit the feeders. They hope to
learn what environmental parameters influ-
ence bee behavior, and how pesticides added
to pollen and nectar are likely to influence the
bees’ behavior or affect their health.

Data collection is scheduled to end in May,
at which time it will be analyzed, and then the
results will be published in a peer-review
journal. De Souza and his team plan to deploy
a new series of experiments in collaboration
with the Vale Institute of Technology in Brazil,
to investigate the behavior of bees and other
insects in the Amazon region.

De Souza and the team hope their data will
provide information the agriculture industry,
government agencies and other organizations
could use to better manage our environment
and food production. —M.R.

ILLUSTRATION: ISTOCKPHOTO

Average annual
honeybee colony loss
in Italy:

Average annual
honeybee colony loss
in Switzerland:

Average annual
honeybee colony loss
in the United States:

Average annual
honeybee colony loss
in Canada:

Average annual
honeybee colony loss
in the United Kingdom:

Average annual
honeybee colony loss
in Mexico:

—Rich Handley



RFID CERTIFICATION

Promoting Professionalism
in the RFID Industry

The International RFID Institute will offer its first
certification exam at RFID Journal LIVE! 2014.

FOR THE PAST 20 MONTHS, I have been
working with a group of dedicated
professionals from the radio fre-
quency identification indus-
try to develop a roadmap for
standardized certification
exams, to promote profes-
sionalism in the RFID
industry (see “Founding

Members” on opposite

page). We established

the International RFID

Institute and solicited

feedback regarding the

roadmap from members
of the RFID community,
including end users, sys-
tems integrators, hard-
ware and software providers,
and academics. We then revised
the roadmap to incorporate their
input. The institute is now prepar-
ing to offer a beta certification exam
at RFID Journal LIVE! 2014, our annual con-
ference and exhibition, being held April 8 to
12, in Orlando, Fla.

This exam is for the first of four levels of
certification we hope to «create (see
“Certification Roadmap” on opposite page).
The first level, the RFID Institute Certified
Associate, would indicate to those hiring
someone with the credential that the candi-
date has a fundamental knowledge of the
different types of RFID systems and how
they are used in business and consumer

applications. The second level, the Certified
Professional, also covers all types of RFID
systems, but in more depth. The credential
holder would have demonstrated a deep
understanding of the different types of RFID
systems.

The third level, the Certified Specialist,
includes several exams, each focused on a
specific type of RFID technology. It’s designed
to show that the certification holder has the
detailed knowledge and skills to deploy the
particular type of RFID technology for which
he or she is credentialed. The aim is to get
beyond textbook knowledge of RFID and
demonstrate that the person understands and
can address deployment issues.

The fourth level, the Certified Expert, is
designed to highlight the level of knowledge
achieved by someone who has passed all the
Certified Associate, Professional and
Specialist exams, and thus demonstrated the
ability to deploy any type of RFID system.

The institute has drafted and approved a
process for creating exams, which ensures the
process is fair, rigorous and repeatable. For
the first associate-level exam, we created a
blueprint, solicited feedback from the com-
munity, revised the draft and approved it. We
are now accepting questions from subject-
matter experts. Then, other experts will edit
and assemble the questions into the initial
version of that exam.

The main goal of offering the first certifica-
tion exam at LIVE! 2014 is to test the exam’s
validity. We want to ensure that all questions
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are worded accurately and clearly. If not, we
can revise as necessary, as well as change the
content and format based on feedback from
test participants. If the exam changes sub-
stantially, participants will be able to retake
the exam within 12 months, free of charge.
(Registration details for the exam will be
posted on the RFID Institute website shortly.)

While RFID technology has become more
reliable, it is still far from plug and play. As
RFID adoption becomes widespread across

many industries during the next 10 years,
there will be a growing need for well-trained
and experienced people to design and
implement RFID systems. The International
RFID Institute believes both end users
and systems integrators will benefit from
the certificate exams. Companies will feel
confident they are hiring people who can
ensure successful RFID deployments, and
certificate holders will be more likely to land
jobs. —Mark Roberti

Certification Roadmap

The International RFID Institute is developing
four levels of RFID certification, which will
cover all types of RFID systems and related tech-
nologies. This roadmap and the examination con-
tent could change over time as the industry
evolves, and based on feedback from RFID
experts and test participants.

Level One—RFID Institute Certified Associate
(RICA): The RICA is intended for those who are
just out of college or new to RFID. The RICA exam
will cover the fundamentals of RFID and is
designed to demonstrate that the RICA holder
has the knowledge to understand the character-
istics, proper usage and implementation consid-
erations for the primary types of RFID in use.

Level Two—RFID Institute Certified Professional
(RICP): The RICP is intended for those who have
several years’ experience in the RFID industry.
Individuals who pass the RICP exam demonstrate
that they have a comprehensive understanding
of all types of RFID technologies and can evalu-
ate technology options, identify potential prob-
lems and serve effectively on a crossfunctional
RFID team. This certification is appropriate for
those actively involved in designing or deploying
RFID systems.

Level Three—RFID Institute Certified Specialist:
This level includes four individual exams, each
focused on a specific type of RFID technology.
Those who pass an exam will receive an RFID
Certified Technician (RICT) certificate for that
technology.
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The RICT-Passive UHF exam is designed for
those who have mastered the complexities of
passive UHF RFID deployments. Individuals
with an RICT-Passive UHF certificate have
demonstrated a level of expertise needed to
deploy complex passive UHF RFID systems.

The RICT-Passive LF and HF exam is designed
for those who have mastered the complexities of
passive near-field RFID systems and deploy-
ments. Individuals with an RICT-Passive LF and
HF certificate have demonstrated a level of
expertise needed to deploy complex passive
near-field RFID systems.

The RICT-Active exam is designed for those
who have mastered the complexities of active
RFID systems and deployments. Individuals with
an RICT-Active certificate have demonstrated a
level of expertise needed to deploy complex
active RFID systems.

The RFID Institute Certified Software
Developer RFID (RICSD) exam is intended for
entry-level and midcareer software-development
professionals who want to confirm their profi-
ciency in developing RFID software applications
and integrating RFID systems with existing soft-
ware applications.

Level Four—RFID Institute Certified RFID
Expert: This certificate will be awarded to those
who hold all current RFID Certified Specialist
credentials. This top designation indicates that
the holder has demonstrated the ability to
deploy all major types of RFID systems and has
achieved the highest level of expertise in the
RFID industry.

Founding
Members

IN 2012, the International
RFID Institute was incorpo-
rated in the Commonwealth
of Virginia. It has filed for
nonprofit status with the U.S.
Internal Revenue Service. The
institute drafted and ap-
proved a detailed set of by-
laws, which includes strong
conflict-of-interest provi-
sions, and held elections for
the officers. Here are the
founding members:

Chairman and founder
Mark Roberti, RFID Journal,
CEO

Vice-Chairman
lan Robertson, Supply Chain
RFID Consulting, CEO

Secretary and founder
Diana Hage, RFID Global
Solution, CEO

President
Mike Liard, VDC Research,
VP for auto-ID research

Treasurer and founder
Aneline Brown, Motorola
Solutions, senior technical
consultant

Founding chairman
Sylvanus Bent, Bent Systems,
CEO

Board member and founder
Mark Brown, Fujitsu, RFID
solution architecture manager

Founder
Ernesto Castagnet, Ingenieria
en Sistemas SRL, CEO

Board member
Leslie Downey, RFID Revolu-
tion, principal and founder

Founder
Sanjiv Dua, RFID4U, CEO

Founder
Anthony Palermo, RFID Aca-
demia, CEO

Founder
Josef Preishuber-Pflugl, CISC,
CTO

Founder
Robert Sabella, OTA Training,
CEO
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ADOPTION

Item-Level RFID Adoption in
Retail Gathers Momentum

Kohl’s is the latest big chain to announce it is using the
technology to manage items in stores.

IN JANUARY, Checkpoint Systems announced
it had completed an item-level RFID deploy-
ment for Kohl's department stores. The
Menomonee Falls, Wis.-based chain operates
stores throughout the United States, selling
clothing, home and beauty products.

In spring 2012, Kohl’s began investigating
the use of RFID technology to improve inven-
tory accuracy by tagging select items and
reading those tags during inventory counts.
That fall, the retailer expanded the RFID pilot
to 25 stores. Following the successful pilot,
Checkpoint and Kohl’s developed a plan to roll

out the solution to track select product cate-
gories at Kohl'’s stores. The store deployments
began in spring 2013 and were completed by
year’s end. The speed of the rollout suggests
the benefits were clear to Kohl’s and the tech-
nology is mature.

Kohl’s implementation is part of an accel-
erating trend toward retailers using RFID to
track items in stores, to improve inventory
accuracy and boost sales. The table on the
opposite page lists some of the major item-
level RFID rollouts to date. It does not include
retailers using RFID only in their supply
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chains (such as Italy’s Patrizia Pepe) or at the
case level (Mexico’s Liverpool chain). It does
not include retailers that have carried out
major pilots but not yet announced rollouts
(Grupo Exito in Colombia), or retailers that
have deployed RFID but never made a public
announcement (Spain’s Zara chain is widely
known to be using RFID at the item level).
Many other retailers are currently explor-
ing RFID’s potential. During a panel discus-
sion at the recent National Retail Federation

convention in New York, Bill Hardgrave, dean
of Auburn University’s College of Business
and founder of the RFID Research Center, told
a crowd of retailers from around the world
that 20 of the top 30 retail chains in the United
States are currently in some phase of RFID
adoption (an initial pilot, a multistore pilot or
the early phases of a rollout). “The fact is,” he
said, “if you are a retailer and you are not
actively investigating RFID’s potential, you are
already behind.” —M.R.

Retailer Date Country What they are tracking
Announced

Kohl’s Jan. 2014 United States Footwear, denim and men’s basics

Decathlon Jan. 2014 France Sporting goods

Bon-Ton Dec. 2013 United States All shoes on display

Matranga Oct. 2013 Italy Jewelry

Saks Fifth Avenue Sept. 2013 United States Shoes

C&A Mar. 2013 The Netherlands Clothing for men, women and children

Marks & Spencer Mar. 2013 United Kingdom All nonfood items

Borsheims Jan. 2013 United States Jewelry

Sissy’s Log Cabin Sept. 2012 United States Jewelry

Crawford Apr. 2012 Brazil All clothing

Siberian Apr. 2012 Brazil All clothing

Argot Mar. 2012 Spain All books

Hush Puppies Mar. 2012 Spain All shoes

Lord & Taylor Nov. 2011 United States All shoes on display

Memove Oct. 201 Brazil All clothing

Bloomingdale’s Sept. 2011 United States All clothing

Macy’s Sept. 2011 United States All clothing

Dallas Gold & Silver Exchange July 201 United States Jewelry

American Apparel Apr. 2011 United States All clothing and accessories

Cleor Jan. 201 France Jewelry

Fly London Oct. 2010 United Kingdom All shoes

Walmart July 2010 United States All men’s jeans and basics

Sergio Blanco Apr. 2010 France All clothing

Gerry Weber International Dec. 2009 Germany All clothing
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BEST PRACTICES FOR

ROLLING OU
REID -

Companies and systems integrators that have
deployed an RFID solution at multiple locations say
the key to success is following these eight steps.

IN 2009, DISNEY deployed a radio
frequency identification solution
to manage costumes at one loca-
tion within the Walt Disney World
resort in Florida. Since then, it has expanded the
solution to all costuming locations at that resort—and
at Disneyland Resort in California, the Disney Cruise
Line, Hong Kong Disneyland, Shanghai Disneyland
and Disneyland Resort Paris (see RFID Helps Disney
Employees Get Into Character).

From 2010 through 2012, Cisco Systems deployed an
RFID solution to track fixed assets at 70 U.S. data centers
and research and development labs, as well as at facili-
ties in China, India and the Netherlands (see Cisco’s
Business-Driven RFID Strategy).

In November, Checkpoint Systems announced that
it had worked with a retailer to roll out an inventory-
management solution at 1,000 stores in 100 days (see

V.
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Major North American Retailer Adopts Checkpoint
Systems’ RFID Solutions).

How did they do it? To find out, we talked to the
people who led these deployments and to systems
integrators who have helped other companies roll out
an RFID solution at multiple sites. It is not a simple
endeavor, they say. It involves careful planning and the
ability to handle practical and technical challenges. But
based on their experiences and the learnings they
shared, there are common best practices that all
companies, regardless of industry or application,
should follow. Here, then, are eight strategies that can
boost the odds for success.

1 ASSEMBLE A BUSINESS PLAN

Every RFID expansion project requires a roadmap. If
you have deployed several RFID applications at, say, a
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manufacturing plant—you’re tracking assets,
tools and work-in-process, for example—intro-
duce one application at a time at the new
location. The business plan should help you
decide which task or business process to begin
with, says Jason Warschauer, sales application
engineer for HID Global’s industry and logistics
division.

A successful business plan takes into ac-
count physical site components, installation,
costs, resources, training, solution compo-

A successful business plan takes into account

physical site components, installation, costs,

resources, training, solution components and

post-implementation support.

—SUE FLAKE, MOTOROLA SOLUTIONS
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nents and post-implementation support, says
Sue Flake, RFID director of business develop-
ment at Motorola Solutions.

The business plan must be based on a
sound methodology that focuses on up-front
planning, understanding functional require-
ments and getting customer acceptance for the
end solution—before testing and prestaging
the software and hardware for each location,
says Sarabjeet Chhatwal, senior director of pro-
fessional services at OATSystems (a division of
Checkpoint Systems). In addition, he says, you
must be sure it is possible to accept items into
the system and have the ability to tag and en-
code at a high volume.

Cisco worked with business and deployment
teams at 60 locations—and set up a concierge
service to ensure that any and all issues were
addressed—before introducing a solution over
an 18-month span, says Maryanne Flynn, direc-
tor of IT. When locations were ready to go live,
they plugged in the new system.

Once Disney saw the value of expanding its
RFID costume management solution to other
locations, its business plan began with a

cost/benefit analysis, says Vinny Pagliuca, di-
rector of creative costuming. “The size of this
project warranted funding through a capital
authorization request,” he says. After receiving
input from the finance, operation and tech-
nology teams, building an integration strategy
and gathering formal cost estimates for equip-
ment, software and labor, he developed a pres-
entation for senior management justifying the
project and explaining its benefits. By doing
the “heavy lifting” up front—including negoti-
ating pricing and discounts with suppliers—
Pagliuca was able to gain support and quick
approval. A bonus: The project ultimately
came in under budget.

2 DEVELOP A DEPLOYMENT PLAN

Once you've decided where to roll out the
RFID solution, you need to address how to do
it, and that involves asking a number of
critical questions. Should you demand that
the site use the same hardware and software
as the initial site or provide some latitude
about specific technology? Are workflows and
processes the same at all sites or will adjust-
ments have to be made? Can you transition to
RFID without interrupting current business
processes? Does the new facility have any
unique characteristics?

It’s crucial to view a rollout in a compre-
hensive and holistic way, Flake says. Organiza-
tions, particularly retailers, can benefit from
pilot projects that are set up at a limited num-
ber of sites and deliver information, including
return on investment, that can be compared
with older systems. This can provide clues
about how to design a deployment strategy—
including a phased rollout versus an all-at-
once approach—and manage everything from
the design and build-out of systems to site sur-
veys and training. “It’s also necessary to have
post-deployment support in place and help
workers get up to speed with new processes,”
she says.

To roll out an inventory management solu-
tion at as many as 200 stores per week, Check-
point developed a detailed deployment plan.
It’s important to have a plan for dealing with
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essential variations and adjustments to hard-
ware and IT infrastructure, Chhatwal says.
Typically, he notes, you don’t need a separate
plan for each location—though it’s critical to
understand the requirements and limitations
of each location. “A retailer with 1,000 stores
would have a limited number of site varia-
tions, based on store format, use cases and
RFID hardware, so visiting a few stores repre-
sentative of these variations would be
enough,” he explains. It’s also wise, he adds, to
“conduct a multistore pilot with representative
stores to test the configuration and business
metrics, making adjustments before rolling
out an enterprise deployment.”

The process must balance enterprise re-
quirements with local requirements and
preferences. “With any enterprise software
deployment, regardless of regional variations,
it’s important to RFID-enable existing store
processes, instead of starting from scratch,”
Chhatwal says. “It makes for easier training,
employee engagement and compliance,
resulting in a more successful deployment.”
Checkpoint attempts to standardize and pro-
vide plug-and-play components. “In the case
of a recent chainwide deployment, we were
able to load preconfigured software on RFID
handhelds shipped to each store, and provide
Web-based training tools to store associates,”
Chhatwal says. “Store managers were literally
able to ‘open the box’ and get started. Software
updates are all managed automatically with
change-management tools.”

A deployment plan must also consider
available resources. Checkpoint works with
customers to ensure adequate employee train-
ing and support is in place.

Disney split its project into two phases,
each of which lasted approximately 12 months.
Because of the magnitude of the endeavor, the
company wanted to ensure user adoption
every step along the way. “The phased ap-
proach allowed us to make minor design and
process improvements as we saw how our cast
and guests were actually using the new sys-
tems,” Pagliuca says. It also allowed the firm to
adopt a change management-centric strategy,
he adds.

RFID JOURNAL e January/February 2014

3 CONDUCT A SITE SURVEY AT EACH
LOCATION

In most cases, it’s critical to conduct a site sur-
vey prior to installing even the most proven
technology. RFID equipment may not work as
anticipated because each facility’s physical
layout—and the way items move through it—is
different. Another potential problem is metal
shelving and fixtures, which could cause RF
interference. “If you are deploying with hand-

“Store managers were literally able to ‘open
the box’ and get started. Software updates
are all managed automatically with change-

management tools.”

—SARABJEET CHHATWAL, OATSYSTEMS

held devices, then a site survey may not be
required,” Motorola’s Flake says. “If an organi-
zation relies on physical portals for receiving
items, transitions or outgoing shipments, a
site survey is probably required.” Key factors
include network connectivity issues and
power requirements.

A site survey should also identify which
technology components, tools, software and
resources to use at specific sites. And what type
of data and how much data can and should be
stored on the RFID tag, HID Global’s Warschauer
says. “You can’t just toss technology at a loca-
tion—even if it has worked well elsewhere,” he
says. “It’s crucial to have high-level confidence
about what will work effectively.”

Checkpoint relies on a worldwide field serv-
ices team that conducts hardware site surveys.
“Hardware site surveys are not required for
RFID handhelds,” Chhatwal says. “For RFID
hardware installed in ceilings, fixtures and
entry/exit doors, each store needs to be sur-
veyed individually to assess electrical, envi-
ronmental, construction, shielding and
operating frequency requirements.”
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A starting point for a site survey is to docu-
ment and photograph each area to fully un-
derstand how the technology will function in a
particular space, Flake says. Once on site, it is
critical for the systems integrator to review the
site layout and validate the expected product
flows. It may be necessary, for example, to un-
derstand how dock doors function and how
they are used. “This determines the proper
location of RFID readers and antennas for
optimal read performance,” she explains. “A

“Testing at every site was necessary to ensure

there was no interference. In some cases, we

modified designs to add shielding to protect

against interference... but were able to keep to

the same basic equipment designs at all

Iocations. ” —VINNY PAGLIUCA, DISNEY
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systems integrator should be able to provide a
report detailing the work that must be per-
formed for installation of a system, the bill of
materials needed at each site and all RFID read
point locations, as well as the methodology to
ensure the readiness of the system.”

Disney’s integration partner, a major hard-
ware vendor, assisted with site reviews to
ensure the system would work as billed at
different locations, Pagliuca says. In addition,
Disney placed a project manager on site to
work with contractors, oversee permits, han-
dle inspections and review IT installations.
“Testing at every site was necessary to ensure
there was no interference,” he says. “In some
cases, we modified designs to add shielding
to protect against interference... but were
able to keep to the same basic equipment
designs at all locations.” No two locations are
identical, he adds, so varying levels of cus-
tomization—such as construction to mount
equipment—was needed to implement the
technology.

4 TAKE A TEAM APPROACH

The success of any initiative is heavily de-
pendent on obtaining buy-in from manage-
ment at each location. Without this, a
company is likely to encounter pushback and
problems that could ultimately derail an RFID
deployment. Experts say it’s wise to adopt a
team-based approach and rely on it through-
out the planning and deployment phases. (For
tips on getting front-line managers and other
end users on your side, see Gaining Project
Buy-in From Company Employees.)

Disney initially established a crossfunc-
tional team to design and build its RFID solu-
tion. The team included staff members from
the costuming workroom, costuming ware-
house, laundry facilities, costuming metrics
and systems, IT and costuming operations. It
now insists that RFID project teams “stay
connected with regular meetings to share
technology ideas as well as discuss how to
effectively benchmark site to site,” Pagliuca
says. The teams also address training, tagging
issues and managing everything from equip-
ment installation and upgrades to scheduling
new RFID deployments. They examine the
specifics of a park or other location, its operat-
ing hours and available labor.

Cisco also adopted a team approach when it
launched its RFID initiative to track IT equip-
ment, and as the company rolled out its solu-
tion at other sites, it formed and consulted with
teams at those locations to understand their
business processes and any local idiosyncrasies
and challenges. Flynn and IT executives con-
tinue to engage with local finance, human
resources and IT teams to ensure the organiza-
tion is addressing all challenges and issues.
“They are our eyes and ears,” she notes. “They
create a controlled environment that minimizes
risk and maximizes the odds for success.”

5 BE PREPARED TO MAKE SOME
CHANGES

When Cisco expanded its RFID solution, it
adopted a global standard for a passive RFID tag.
The company identified ways to apply the tags
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using adhesive stickers and zip ties, but also
gave executives some discretion in how they ap-
proach practical, regulatory, security and other
requirements. “We learned a lot by conducting
pilots and proof of concepts before expanding
the program,” Flynn says. “Teams have had a
chance to review deployment successes and
challenges and make necessary adjustments.”

“We partnered closely with the costuming
and development teams in Hong Kong, Paris
and Shanghai,” Disney’s Pagliuca says. “They
all use our proprietary software system. Hard-
ware varies from site to site, but functionality
is similar enterprisewide.”

Disney conducts ongoing analysis of its RFID
system, Pagliuca notes, and has made changes
based on a number of factors, including safety,
ergonomics, system speed, read rate accuracy
and efficiency. Metrics are a key part of the
equation. “You cannot underestimate the value
of testing, testing and more testing,” he says.

Each retail store is different, OATSystems’
Chhatwal says, but system changes don’t have
to be traumatic or expensive. In some cases, it’s
possible to swap out one reader for another or
reposition devices to make things work. He
believes it’s wise to opt for hardware based on
established RFID standards, to build in greater
flexibility and ensure long-term system and
data compatibility.

“Some changes are inevitable,” Flynn says.
“The key is to build a platform that allows you
to make changes to technology and processes
without a great deal of disruption.” (For strate-
gies on how to design and manage an RFID
system that will keep pace with evolving tech-
nologies and business demands, see Future-
proof Your RFID System.)

6MANAGE THE TRANSITION TO RFID

Moving from bar codes and manual tracking to
automated RFID systems requires a good deal
of oversight. At times, some parts and items
may be tagged while others are not. It may also
be necessary to keep a bar-code system in place
for a period of time as a backup. As Disney
rolled out its RFID solution at various facilities,
it left the bar-code technology operating until
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the scheduled go-live date, Pagliuca says. “At
no time during the project did we close an op-
erating location during scheduled operating
hours in order to implement the system.”

The same issues apply to software systems
and data, Warschauer says. In many instances,
hosted and cloud-based systems make the
switchover from legacy technology more eas-
ily. “One of the advantages to the cloud is
that it allows an organization to collect and
push data anywhere in the world with fewer

“One of the advantages to the cloud is that it
allows an organization to collect and push data
anywhere in the world with fewer resources. It’s
also important to devote adequate time and
attention to middleware during the transition

M 4
perIOd. —JASON WARSCHAUER, HID GLOBAL

resources,” he explains. It’s also important to
devote adequate time and attention to middle-
ware during the transition period, he adds.
“Fortunately, the software that manages the
data is becoming more agnostic,” he says. “It is
becoming easier to link systems.”

7 EXPECT UNFORESEEN CHALLENGES

Comprehensive planning and state-of-the-art
project management cannot prevent unex-
pected events and circumstances—there’s sim-
ply no way to plan for every possibility. When
Disney expanded the use of its RFID system
across the company and extended it out to
cruise ships, it discovered that carbon fibers
and other RF absorbing materials in some cos-
tumes created “unforeseen challenges” sur-
rounding effective and accurate reads, Pagliuca
says. The result was a need to adjust tag place-
ments—and continue adapting costumes '
based on the role of the employee, environ-
mental factors and other criteria. “Cruise ships
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also presented several new issues, predomi-
nantly due to metal surfaces onboard,” he
adds. “During our first installation attempt, we
burned through a record number of readers
due to bounce and static.”

Cisco’s Flynn says when the company
launched its initial RFID program, “There were
tags that would work in one country but not
others. During the first few months of the U.S.
rollout, a world tag became available.” While
it’s crucial to stay abreast of changes in the in-
dustry and a company’s specific RFID rollout,
she says, it’s important to build flexibility and
adaptability into processes. “Things can and
will change, and you have to be ready when
this happens,” she adds. It's during these
trying times that executive sponsorship, a

clearly defined change-management strategy
and ongoing communication pay dividends.
“Teams and employees must stay informed
and remain confident,” she says.

8 DON’T OVERLOOK TRAINING AND
POST-DEPLOYMENT SUPPORT

To ensure employees will accept a new RFID
application—and use it correctly—training
must be built into the scope of a project from
the outset, Flake says. While some or most
sites may sail through deployment smoothly,
she says, other locales could experience spe-
cific challenges that could torpedo the entire
project. It’s essential for employees to under-
stand how hardware and software works, be
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equipped to deal with potential problems and
know where to seek help when a glitch or
failure occurs.

Cisco provides training and certification to
key personnel. “It isn’t necessary for everyone
to become an expert, and people don’t require
a Ph.D. in RFID,” Flynn says. “It’s simply
important to make sure the right people have
the right knowledge.”

For tips on training the people who will be
operating, managing and maintaining the
system, see How to Develop an RFID Training
Program.

“Organizations that take a best practice ap-
proach to build a targeted strategy for deploy-
ing the technology to multiple locations are far
more likely to succeed,” Warschauer says.

“There were tags that would work in one
country but not others. During the first
few months of the U.S. rollout, a world
tag became available.” —waryanne rivnn, cisco

“Come up with a realistic timeline and be
prepared for it to change,” Pagliuca says. “Es-
tablish a small core group of key partners, and
work closely with them on defining project
scope, roll-out plans and process changes. The
biggest word of advice, however, is communi-
cation and awareness. Before you try and get
approval to make this level of change, talk to
and showcase the changes to all levels of
leadership in IT, finance, operations... anyone
who may be touched by the technology. In the
end, this will make the entire project run very
smoothly.” O

Editor’s Note: In our March/April issue, we’ll
examine best practices for adding applications
to an RFID infrastructure.

V.
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Leveraging an RFID
infrastructure can improve productivity
and enhance worker safety.

MINING COMPANIES D I G
DEEPER wworro

BY JENNIFER ZAINO




MINING COMPANIES WORLDWIDE have begun employing
radio frequency identification technologies to automate
manual processes, streamlining production and reducing
costs. Most of the RFID solutions have been standalone
applications. India’s largest producer of iron ore, for exam-
ple, is using RFID to speed up customers’ deliveries (see Sesa
Goa Automates Mining Logistics Operations). The Telfer gold

mine in Western Australia deployed an RFID solution to track
trucks underground (see Australian Mining Contractor Pre-
vents Vehicular Collisions). And as we reported in the
Nov./Dec. issue, many mining companies are adopting RFID

RFID JOURNAL ¢ January/February 2014

’ PHOTO: AGENCIA VALE

personnel safety solutions to locate workers in emergencies
(see Protecting Employees).

But to understand RFID’s future in the mining industry,
consider the new Totten nickel mine in Sudbury, Ontario,
Canada, which will begin production early this year. The Tot-
ten mine is operated by global mining company Vale, which
has been using RFID since 2005 to track containers, rail cars
and other assets. In 2008, for example, the company deployed
an RFID solution at its Stobie mine in Ontario to monitor the
grade or mineral concentration of ore as it is mined in real
time (see Mining New Value From RFID). So as Vale planned
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vertical focus: mining

“There is an
awful lot of lost
productivity
with people
wandering
around to find
jeeps, loaders
and other
equipment.”

ROBERT DUTCHMAN, VALE

24

its new nickel mine, the company decided to
install a Wi-Fi network underground that
would provide as much coverage as possible,
and then build its RFID installation up from
that base.

“Once wireless was there, RFID was one of
the main systems to take advantage of it,” says
Robert Dutchman, Vale’s IT project manager.
“We had an opportunity to put in as much of
the available technology as we could without
having to retrofit the mine.”

The company adopted AeroScout’s real-time
location system (RTLS) to track underground
equipment and personnel. Approximately 100
pieces of equipment and 250 cap lamps worn
by miners will be monitored with active Wi-Fi
RFID tags, which will continuously transmit
their location, based on zone definitions
within the system. Voltage sensors built into
some tags will provide additional information.
A voltage sensor on a tag connected to a vehi-
cle’s diesel engine ignition circuit, for instance,
can determine whether the engine is running.

AeroScout’s MobileView software will pro-
vide a real-time visual representation of the
location of assets and people on a map based
on the mine plan’s CAD drawings. Thanks to
the Wi-Fi network, supervisors equipped with
rugged tablets underground—not just control-
room operators aboveground—will have ac-
cess to this data in the Web application.

The deployment delivers a number of bene-
fits. “First, safety to know where everyone is”
during an emergency, Dutchman says, and to
ensure personnel comply with fire drills and
other standard procedures. If an incident, such
as a poisonous leak, were to occur, the system
also could provide a record of who was where,
so those at risk could be tested for related
health issues.

Monitoring the location and operational
status of equipment is also critical, Dutchman
says. “There is an awful lot of lost productivity
with people wandering around to find jeeps,
loaders and other equipment,” he says. “Where
these were, where the guy on the last shift left
it—it’s more of a challenge than you might
think in these underground environments.”

With the RTLS in place, Dutchman is
working on the next step: leveraging the RFID
data to enable ventilation-on-demand (VoD)
for optimal airflow—basically, the process of
lowering or raising variable fan speeds within
the mine, depending on the number of people
and operating equipment in a particular area.
The Centre for Excellence in Mining Innova-
tion (CEMI) estimates that VoD for production
can lead to a reduction of mining costs of
8 percent to 20 percent through electrical
savings. CEMI also heralds the potential for
significant production gains—$8 million to
$11 million per year—because mining compa-
nies can get “more tonnes out of the ground
for a lower energy investment.”

Managing VoD at Totten should begin by the
time the mine moves into full production.
“Now that we have a system that knows where
everyone and everything is, and now that the
RFID tags can let us pull up information about
whether a diesel engine is running or not, that
combination of information is a useful inno-
vation to feed into ventilation systems and run
optimized ventilation,” Dutchman says. The
fans themselves are heat generators, he notes,
and the harder they run the more heat they
generate, further complicating the ability to
control the temperature underground.

The location information collected by Mo-
bileView from the RFID tags will be married
with other air-quality data (temperature and
carbon monoxide levels, for instance) that is
wired directly into its process-control network,
to inform “one big algorithm to decide how fast
the fans will be running in each area,” Dutch-
man says. “The more information we can get,
the more optimized we can run the ventilation.”

Monitoring Air Quality

Ventilation-on-demand appears to be the next
frontier in developed countries, says David
Corey, AeroScout’s vertical industry sales di-
rector. While the concept has been around for
years, the technology has improved and the
cost savings for mining companies has now
been validated. In addition, some govern-
ments are offering incentives to mining
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companies to encourage them to reduce power
consumption on the national grid. Ontario’s
provincial government, for example, provides
funding for such initiatives, he says.

RFID and VoD solutions are also helping
mining companies comply with government
regulations to monitor air quality to protect
workers’ health. Finnish mining law specifies
that air quality for workers must be good,
says André van Wageningen, engineering
superintendent at an Agnico Eagle gold mine
in Kittild, Finland, 150 Kilometers north of the
Arctic Circle. “It’s up to us to decide what
good air is,” he says, “but we don’t want to
have any incidents or unhappy employees.”

To control ventilation, the Kittild mine is
expanding its deployment of a semiactive RFID
solution from Nedap AVI that enables auto-
matic vehicle identification up to distances of
10 meters (33 feet) and speeds up to 200 km/h
(125 mph). It tested the solution in one pro-
duction area, where it installed a long-range
vehicle identification reader with built-in an-
tennas and RFID-tagged roughly 20 large vehi-
cles. “It's more when heavy equipment comes
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in that you need to increase ventilation, so we
track heavy equipment,” van Wageningen says.

RFID readers are being deployed at the en-
trance to each production level, to detect what
vehicles are arriving or leaving, so ventilation
can be increased or decreased accordingly.
Each vehicle’s tag is associated in a database
with ventilation-related information, such as
the equipment’s horsepower-draw, as well as
with information from sensors on the vehicle
related to other air quality aspects. This data
feeds into a control system to drive the adjust-
ments. Being able to power down fans from
running at 100 percent capacity at all times,
van Wageningen thinks, should also bring a
quick return on investment in electricity con-
sumption savings.

Increasing Personnel Safety

Monitoring air quality is just one part of en-
suring worker safety. The Kittild mine is also
introducing an Identec-powered active RFID
personnel safety solution in a phased ap-
proach. “Personnel tracking is more and more
an industry standard in the Nordic mines,” van

Vale’s Totten mine is
leveraging RFID data to
enable ventilation-on-

demand, for optimal airflow
within the mine. The circular

tube is the main fresh air
vent leading underground.
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vertical focus: mining

An Agnico Eagle gold mine
in Kittild, Finland, is RFID-
enabling rescue chambers,
to identify workers who
may hunker down in these
rooms during an emergency.
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Wageningen says, “and we feel it is just the
right thing to do.” The mine has issued more
than 450 tags to workers, to be read as em-
ployees enter the mine, at 100 meters inside
the tunnel and then in five different zones. The
mine chose to use active technology because
“with passive tags the reading distances are too
small,” he says.

The mine now is taking personnel safety to
the next stage—expanding its data network in-
frastructure to its 10 rescue chambers and in-
stalling RFID readers, to identify workers who
may hunker down in these rooms during an
emergency. A mine typically has pressurized
muster areas at different levels, such as dining
rooms or workshops, where people try to
gather when there’s an accident, fire or other
disaster. Mines don’t usually equip rescue
chambers with RFID as a first step because of
their distance from conventional muster areas,
and because they might not have the data
networking infrastructure to support them
right away, says Geir Nerbg, Identec Solutions
Norway’s director of business development,
mining and tunneling.

Think of rescue chambers as “the lifeboat in
the system,” Nerbg says. The rescue chambers
are backups to the regular muster areas if
personnel can’t reach them on time, serving as
pressurized containers with supplies to get
miners through hours or even days. “Now they
can be counted as being in a safe area,” he says.

The Kittild mine is fortunate not to have had
any major emergencies. But, van Wageningen
says, you can expect a fire to happen every five
to six years in a mine this size. In an emergency
situation, Agnico Eagle wants to be sure people
are in a safe place, and that radio traffic is min-
imized so important communications for the
rescue efforts aren’t disrupted. “Using RFID tags
in rescue chambers and safe areas will allow
us to do so,” he says. “Not much additional net-
work requirement is needed as the mine is
already equipped with a fiber backbone.”

The trend toward using RFID for personnel
tracking at one level or another is on the way
up, Nerbg says. “In Sweden, for example, there
are regulations that tell the mining companies
they need a system [though it doesn’t have to
be RFID-based] that tells how many people
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they have underground and where they are,”
he explains. “That is becoming common all
over.”

But the trend is more common in developed
countries. Newmont Mining, one of the
world’s largest producers of gold, deployed an
AeroScout Wi-Fi RFID solution at its Leeville
and Midas mines in Nevada; it’s tracking more
than 600 miners and 95 vehicles to improve
worker safety and drive operational upgrades.
International mining group Glencore Xstrata
also is using AeroScout’s solution to improve
safety and raise productivity at its Beltana Coal
Mine, in New South Wales, Australia.

Managing Priorities
In less developed parts of the world, mining
companies are focused more on vehicle
productivity, AeroScout’s Corey says. “In
third-world countries, normally there are
2,000 to 3,000 miners at a site because it’s not
fully automated, compared to 300 to 700 in
developed countries,” he says. “They’ve got a
lot of manual labor to draw on, and they want
vehicle productivity to get more production
out of the same assets.”

AeroScout customers in South Africa, for ex-
ample, want to use the company’s Wi-Fi RFID
RTLS solutions to know where their equipment
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Tracking Conflict-Free Minerals

IN AUGUST 2012, the Securities and Exchange Commission (SEC)
adopted a rule mandated by the Dodd-Frank Wall Street Reform and
Consumer Protection Act to require companies to publicly disclose
their use of conflict minerals—tantalum, tin, tungsten and gold,
which find their way into everything from mobile phones to
jewelry—that originate in the Democratic Republic of the Congo or
an adjoining country. While legal appeals are pending, in December,
The Wall Street Journal reported that companies must make a “good-
faith” effort to determine whether they have been conflict-mineral
free this year.

The legislation amounts to a supply chain nightmare, according to
the 2012 report, “Conflict Minerals: Another Supply Chain Challenge,”
by AT. Kearney, a global management consulting company. Accord-
ing to the report, “Current estimates indicate 700,000 to 900,000
businesses would be subject to some degree of supply chain trace-
ability effort.” The report states, “Similar cases in other industries
reveal how best to deal with the conflict minerals supply chain....
Many food companies are using radio frequency identification (RFID)
technology to track food from its point of origin to its retail outlet.”

Companies that don’t comply may face SEC enforcement pro-
ceedings, as well as pressure from human rights and other non-
governmental organizations. This could have a big impact on
companies with reputations to protect, says Ann Grackin, CEO of
ChainLink Research. “If you are in violation and your self-reporting is
erroneous, then the implications of that can be unpleasant for exec-
utives in those companies,” she says.

ChainLink Research sees RFID as part of the solution to enable
assurance of a product’s history. Its recent report on RFID for
retailers finds the jewelry category continues to rise to the top when

The four common conflict minerals (clockwise from top left):
wolframite (tungsten), coltan (tantalum), cassiterite (tin)
and gold.

it comes to planned use of RFID for securing products. “That’s
generally more about shrinkage, but some companies told us that
with the Dodd-Frank issue there may be an opportunity to look
further across the supply chain,” Grackin says. “If we can get the right
investment in place, they said, RFID could be a good way to know
that our shipments are valid and meet the new criteria.”

It’s not an easy task, Grackin says, and probably would revolve
less around mandating the use of RFID and more around “urging
suppliers and manufacturers in a collaborative venture to figure out
how to work productively with them, so there is a win-win here
somehow.” —J.Z.
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is when it’s underground, and once they have
that data, they can add dispatch systems to
help optimize the use of that fleet, Corey says.
“Having a dispatcher without real-time loca-
tion information doesn’t work,” he says.

Material supply cars, for example, are deliv-
ered underground filled with operational
supplies via elevator and train, Corey says.
“The dispatcher at the surface is not aware
when—or if—the material supply car made it
to the correct destination, if it has been off-
loaded and if it is ready to be retrieved,” he
says. “So scheduling the delivery and pick up
of these supply cars is extremely important,
but the only way you can know the current
location and off-load status of that supply car
is by calling someone on the radio 10,000 feet
underground. Using manual methods, the dis-
patcher is unable to effectively plan the supply
car logistics.” The materials management
team, he adds, is essentially unaware of how
much inventory is underground and what has
been consumed. “Real-time location improves
both logistics and material management in
this scenario.”

Once an RFID solution is in place to help
with vehicle productivity, other capabilities
can be pursued. “With our solution, you not
only know where the vehicle is but also the
hours it’s run, who drove it and so on,” Corey
says. That way, mining companies can perform
maintenance based on the number of hours a
vehicle was actually used, not just on esti-
mates of how much the vehicle should have
been used in a calendar time period.

RFID is also helping mining companies in
South Africa meet government regulations
that have been introduced to keep unautho-
rized vehicles out of pit areas where blasting
and mining take place, says Attie van Staden,
principle presales specialist at South Africa
systems integrator Business Connexion. He
is working with a customer to deploy an
AeroScout solution to address this issue. RFID
can automate “the whole vehicle access con-
trol process, without requiring any specific
human activity from the driver and human
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intervention from security personnel, to grant
vehicle access to the pit area,” he says.

Forecast

“There are not that many mining companies in
the world, but definitely for the few companies
there are, they all are either looking at RFID or
doing some small deployments,” says Anthony
Palermo, director of business development at
RFID Academia, in Canada, which has worked
on ore tracking and personnel safety systems.

While some mining companies consider
RFID, those that have deployed the technology
are planning to leverage their infrastructure.
At the Kittild gold mine, for example, RFID also
is used to track ore, and van Wageningen is
now thinking about adding a collision preven-
tion application.

At the Totten mine, Dutchman says the “big,
expensive Wi-Fi network supports many,
many things, which makes the RFID imple-
mentation itself relatively cheap.” He sees
opportunities for using RFID to better track
processes, such as how many trips a scoop
makes from wall face to rock. Dutchman also
would like to embed the location data the mine
gets from RFID tags into its dispatch systems
for equipment. “That’s particularly important
on ramps to better control traffic flow up and
down the mine,” he says. “We are trying to op-
timize those traffic routes, which is partly pro-
ductivity, but in a great way that’s safety, too.”

Today, every mine Vale owns has some Wi-Fi
in it, if not nearly the depth of coverage in place
at Totten. “What we are looking at [installing in
the company’s other mines] is a slightly more
compact version of this, to just give us specific
key locations within the mines, to give them
Wi-Fi hotspot coverage and to give us some sort
of location coverage,” Dutchman says.

But for many mining companies, whether a
business case study turns into an RFID de-
ployment depends heavily on the ups and
downs of the stock market. For example,
Palermo says, “The slightest change in the
value of nickel can stop a project or any sort of
investment in capital expenses.” OO

“With our
solution, you
not only know
where the
vehicle is but
also the hours
it’s run, who
drove it and
soon.”

DAVID COREY, AEROSCOUT
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for New Business and
Consumer Applications
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NOW that

most smartphones
are equipped with
Near-Field Communication
technology, RFID
providers are offering
a wide variety of NFC
transponders.

NEAR-FIELD COMMUNICATION is a short-range,
high-frequency (13.56 MHz) RFID technology
designed to enable the exchange of information
between two NFC-enabled devices, such as mobile
phones. In 2004, Nokia, Philips (now NXP Semi-
conductors) and Sony founded the NFC Forum to
ensure interoperability among NFC devices and
promote the technology for applications such as
access control, cashless payments and transit tick-
eting. They also envisioned that consumers would
someday use NFC-enabled mobile phones to share
telephone numbers, photos and MP3 files.

But they did not anticipate that vineyards would
use NFC-enabled smartphones to improve produc-
tivity (see Argentine Winery Harvests Crops With
RFID). Or that shoppers would use their NFC
phones in retail stores to learn about products and
availability (see Bon-ton Brings NFC to Shoe Dis-
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plays). Or the many other NFC-based business and
consumer applications companies are adopting—
from improving patient care (see Brigham and
Women'’s Hospital Tests NFC RFID for Patient Bed-
sides) to marketing products (see The New ‘It’ Tool
for Branding Products and Services). Other NFC ap-
plications include tracking assets and inspecting
and maintaining equipment in industrial environ-
ments, such as aerospace, manufacturing, munic-
ipalities, and oil and gas, says Chris Gelowitz,
president and CEO of InfoChip, which makes a line
of NFC tags.

“We’ve certainly seen a lot of changes in the
industry” in terms of how NFC is being used, says
Victor Vega, director of RFID/NFC solutions and
marketing at NXP Semiconductors, which domi-
nates the market for integrated circuits (ICs) that
govern what NFC tags can do. “The industry started
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There is a growing
number of
applications

“because NFC is
fundamentally easy
to use.”

—MATTHEW BRIGHT,
Kovio

with transactions,” Vega says. “Now there are
all these different emerging applications.”

Several factors have led to the emergence of
new applications. One is that an NFC tag—
which can function as a passive tag or a reader,
depending on the application—is present in
the majority of mobile smartphones. In
addition, RFID providers have developed NFC
readers for PCs, laptops and other devices that
accept USB peripherals. “More and more
consumers have NFC-enabled smartphones, so
the infrastructure problem has been solved,”
Vega says. “With infrastructure so abundantly
available, adoption is naturally much more
well received as consumers now pull for
the technology, rather than manufacturers
pushing it into the marketplace.”

Another key factor is that RFID providers
now offer a variety of NFC transponders in dif-
ferent sizes and form factors for specific busi-
ness and consumer applications. Some were
developed for key fobs, paper documents, smart
posters and wristbands. Others are designed to
track medical devices or activate and program
consumer electronic devices. There also are
rugged and on-metal NFC tags for tracking, in-
specting and maintaining assets in industrial
environments (see table on opposite page).

Consumers worldwide “are becoming more
familiar with the benefits of NFC technology
by way of NFC-enabled mobile payments,
tickets, speakers, headphones, hotel-room
door locks, car keys and event badges,” says
Matthew Bright, chair of the NFC Forum'’s
Retail Special Interest Group and director of
marketing at Kovio, which develops and man-
ufactures printed silicon products for NFC.
There is a growing number of applications
“because NFC is fundamentally easy to use,”
Bright says. “By simply touching an NFC-en-
abled device to an object with an integrated
NFC tag, the user can trigger an interactive
experience.” Unlike a QR code, which can take
15 seconds or more to read, he says, NFC tags
can be read in a fraction of a second, making
them “uniquely optimized for the fast-paced,
mobile-first lifestyle that is rapidly emerging
around the world.”

On the business front, ultrahigh-frequency
passive RFID technology might have an advan-
tage over NFC in that the consumable tags have
longer read distances and are generally avail-
able at a lower cost, Vega says.

But while NFC is not likely to replace
business applications in which data can be
captured automatically, without human in-
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volvement, it can complement UHF RFID
systems. NFC is preferable, for example, when
the tags or assets need to be accessed by a wide
group of people with their mobile phones, says
Jari Ovaskainen, marketing director for tags
and labels at Confidex, which provides both
NFC and UHF passive tags. “UHF obviously
brings benefits in use cases where its large
read range and multiple asset reading [are
needed] at the same time,” Ovaskainen states.

NFC’s short read range also makes it well
suited to authentication applications, in
which individuals are reading a small number

of tags. “Many closed-loop applications re-
quire higher memory and various levels of
security and password protection for authen-
tication,” and would therefore use NFC, says
Corey Wilson, global director of consumer ex-
perience for Smartrac, which also produces
both NFC and UHF tags.

French wine maker Chateau Le Pin, for
example, adopted an NFC solution to reduce
counterfeiting. The distributors and auction-
eers that sell the company’s wines can use any
NFC-enabled Android phone to read the tags
on the bottles and verify their authenticity (see

Some Leading Providers of NFC Tags

COMPANY PRODUCTS BUSINESS APPLICATIONS CONSUMER APPLICATIONS

ams.com/eng

Confidex

confidex.com

HID Global

hidglobal.com

Identive Group

identiveNFC.com

InfoChip

infochip.com

Invengo

invengo.com

RR Donnelley

rrdonnelley.com

Smartrac

smartrac-group.com

STMicroelectronics

st.com

NFC/HF interface and sensor tags; NFC/HF RFID
reader ICs; NFC/HF booster

NFC labels for metal and nonmetal surfaces; rugged
NFC Tag-Ironside Micro; small-size NFC Tag-
Steelwave Micro Il

NFC tags in a variety of form factors and sizes

including general-purpose, on-metal and rugged tags,

ID bands and cards, key fobs; cloud-based,
anticounterfeiting Trusted Tag Services

NFC standard and custom tags in a variety of form
factors and sizes including inlays, labels, cards and
key fobs; NFC readers for devices that accept USB
peripherals

DuraBand, DuraDisc, DuraPlug, DuraTab and Durazip
RFID tags are NFC compatible

NLoop and NTouch NFC inlays and labels

Custom NFC inlays that can be embedded in printed
products

NFC inlays and paper tags; BullsEye NFC, Circus NFC,

MiniTrack NFC, RaceTrack NFC, available in a variety
of sizes

M24LR series, M24SR series
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Industrial and medical automation;
diagnostics and maintenance; product
activation and passive programming in
multiple markets, including consumer
and home electronics

Industrial asset management; brand
and product authentication

Industrial asset tracking;
authentication for valuable goods and
documents

Industrial asset and medical device
tracking

Asset tracking; inspection and
maintenance

Access control; passports

In-store showrooming

Access control; product authentication

Access control; product authentication

Not applicable

Advertising; customer
service; marketing; social
media

Not applicable

Marketing; social media

Not applicable

Events; loyalty programs;
marketing; payments;
ticketing

Marketing

Advertising; payments;

promotions; social media;
ticketing

Not applicable
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“Generally, it is
simpler to adjust the
form factor of a
transponder to fit a
particular
application as
opposed to adjusting

the mechanical
design of a system to
accommodate the
transponder.”

=NICK LUKIANOV,
IDENTIVE GROUP

Chateau Le Pin Uses NFC to Ensure Its Wine’s
Authenticity). Similarly, Giulietti, a Finnish
company that imports and resells accordions,
is using an NFC solution to track the sale and
servicing of the instruments (see NFC RFID
Technology Puts the Squeeze on Accordion
Thieves, Counterfeiters).

Here are some features to consider when
choosing NFC tags for business and consumer
applications.

READ RANGE

An NFC tag’s read range is often affected by the
NFC antenna in a mobile phone. “Assuming a
state-of-the-art tag IC is used, the ‘coupling’ of
the tag and the reader [for example, a mobile
phone] antenna will have an impact” on read
range, Vega says. “The ideal coupling [or en-
ergy transfer] would be accomplished when
the tag and the reader antenna are similar in
geometric shape and size,” he says. “But this is
seldom the case, as NFC phone antennas vary
wildly. Some are a bit on the small size, others
are large. If there is a mismatch, the coupling
is not optimal.”

Typically, Vega says, phones with larger an-
tennas demonstrate the best results. “Also, in
general, the larger the tag, the better the per-
formance,” he adds. If, for example, a user has

InfoChip’s Durazip is designed for
easy installation on tools, oilfield
equipment, fire extinguishers and
safety devices.

amobile phone with a 2 inch by 2 inch antenna
and the tag antenna is about the same, that’s
about as good as it gets. “But assuming a nice-
size reader antenna, a good rule of thumb is
that the expected read range would be approx-
imately the diameter of the tag coil,” he says.

So if you have a tag 30 millimeters (1.2
inches) in diameter, Vega says, common
phones would average 20 millimeters to 40
millimeters (.8 inch to 1.6 inches) of read
range. If you have a tag 25 mm (1 inch) in diam-
eter, common phones would average 15 mm
to 30 mm (.6 inch to 1.2 inches) of range. And
if you have a tag measuring 18 mm by 36 mm
(.7inch by 1.4 inches), common phones would
average 15 mm to 30 mm (.6 inch to 1.2 inches)
of range.

InfoChip has a new DuraDisc in the works
that enables a greater read range to enhance its
scanning ability with NFC smartphones,
Gelowitz says. “The idea is to be able to adhere
the DuraDisc to a metal object like a valve or
other oddly shaped object that has a nonflat
shape that can interfere with the back of the
phone being able to get close enough to the
chip to scan it,” he says. “So if we increase the
read range, the phone could be at an awkward
angle or be impeded by an oddly shaped asset
and still be able to scan the chip. It would take
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the read range from under [one-half inch] to
potentially almost 2 inches.”

SECURITY AND MEMORY

Some NFC tags have built-in encryption and
password-protected memory, and some do
not. “Tag ICs come in various flavors,” Vega
says. NXP, for example, offers a bare function-
ality tag with no security, ICs with a unique tag
identifier to help with anticounterfeiting, and
ICs that allow the end user to lock memory.
The company also offers ICs with special
provisions for anticounterfeiting via an “orig-
inality signature,” which uses elliptical curve
cryptography to create a validation signature
with the unique tag identifier and a private
key, then stores the result in the tag so a com-
pany can use the tag identifier and a public key
to validate the authenticity.

“Then we jump up the security chain with
our MiFare line of products, where security
can go from lightweight to extremely heavy
encryption,” Vega says. “Inclusive of the level
used for passports, transit tickets or for finan-
cial transactions, there are many options to
choose from.”

HID Global offers Trusted Tag Services, a
cloud-based platform that can validate NFC
tags to thwart counterfeiting, says Richard
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Aufreiter, the company’s director of product
management for identification technologies.
The service is aimed at eliminating risks
related to using NFC tags for authenticating
high-value assets and documents, and for data
login access.

There is a range of memory options for NFC
tags. “Some of the more common NFC tags
offer memory ranging from 48 bytes to 888
bytes,” Vega says. “And a new one we [NXP] just
announced is offered in [approximately] 1 kilo-
byte and 2 kilobytes.” He says NXP’s MiFare
line goes up to about 8 KB.

SIZE AND FORM FACTOR

Today, there is likely an RFID vendor that has
an NFC inlay, label or tag for your application,
and, if not, some offer custom tags.

A 10 mm by 20 mm tag is ideal for the back-
bone of a slim shelf stock package, while an
8.7 mm circular tag would typically be used for
item-level identification in retail, says Nick
Lukianov, director, business development, ID
products, at Identive Group. The company’s
25 mm and 34 mm circular transponders are
used in publications and posters for advertis-
ing, as well as in package identification, he
says. “Generally, it is simpler to adjust the form
factor of a transponder to fit a particular appli-

“Tag ICs come in
various flavors. NXP,
for example, offers a
bare functionality
tag with no security,
ICs with a unique tag
identifier to help

with anticounter-
feiting, and ICs that
allow the end user to
lock memory.”

=VICTOR VEGA, NXP
SEMICONDUCTORS
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product developments

cation as opposed to adjusting the mechanical
design of a system to accommodate the
transponder,” he notes.

HID Global developed some small and thin
NFC industrial tags by incorporating direct
bonding capabilities into the tags, allowing the
RFID wire antenna to connect directly to a
microsize chip, without the need for a bulky
module housing additional soldering material,
Aufreiter says. For example, the company’s Pic-
colino tag has a 7.5 mm diameter, and its new
LogiTag 121 has a 12 mm diameter.

“Small industrial tags are often embedded
by customers into their goods or attached to
them,” Aufreiter says. “Here, the smaller the
form factor, usually the better it is, since it
provides more freedom in placing the tag, and
it enables the tracking of small tools and
equipment.” Bagjack, a German messenger-bag
manufacturer, is embedding HID’s NFC
LogiTag in bags, for brand protection and to
thwart counterfeiting (see Bag Maker Adopts
RFID Solution to Prevent Counterfeits, Gray
Market). Tags that come in coil form, such as
the Piccolino or ClearDisc, are typically em-
bedded by customers directly into their prod-
ucts—for example, a biological probe-vial or a
consumable cartridge, Aufreiter says.

InfoChip recently developed an NFC
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DuraPlug tag that is only 2 mm thick. “Our
intended markets for this tag are medical
equipment and drilling assets,” Gelowitz says.

ADVANCEMENTS

Some NFC tag providers are beginning to
add sensor capabilities to NFC tags. AMS, for
example, provides sensor tags that are
designed specifically for the cold chain,
health-care and logistics markets, says
Giancarlo Cutrignelli, senior product manager,
NFC. “The main targeted applications are data
logging and monitoring,” he says.

Confidex’s Ovaskainen sees NFC sensor tags
as a future trend, and says the company has the
capabilities to design and manufacture NFC
tags that include temperature and other
sensors. NFC tags and labels will not only
identify objects, they will also sense them and
their environments, he says.

Efforts are under way to further expand the
use of NFC. Roughly a year ago, the NFC Forum
launched five special-interest groups designed
to support and accelerate NFC’s adoption in key
vertical markets: consumer electronics, health
care, payment, retail and transport. The groups
bring together leaders from each sector to col-
laborate on implementation, interoperability,
best practices and future requirements. O

NFC tags and labels
will not only identify
objects, they will
also sense them and
their environments.

—JARI OVASKAINEN
CONFIDEX
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software savvy

Genz2v2 Ensures Tags Are Authentic

Counterfeiters will no longer be able to clone or spoof UHF RFID tags.

By Ken Traub

GST HAS RATIFIED a New
version of the EPC Gen 2
ultrahigh-frequency RFID
standard, which includes
features that companies in
many industries will find
useful (see GSI Ratifies
EPC Genz2v2). The hard-
ware and firmware RFID
vendors are developing to support the new
Gen2v2 standard will likely incorporate
different features designed for specific appli-
cations. In this column, we’ll examine the
software implications for using the new stan-
dard to build security and anticounterfeiting
applications, previously available only in
active or proprietary passive systems.

The Gen 2 protocol is vulnerable to
cloning, because a counterfeiter can read the
unique Electronic Product Code in an RFID
tag and program it into a different tag that
is indistinguishable to the reader. The tag
manufacturer’s tag identifier (TID) can also
be cloned.

Gen2v2 solves the cloning issue by provid-
ing a secret authentication key that is pro-
grammed into the tag. Unlike an EPC or TID,
this key cannot be read from the tag. Instead,
a reader “challenges” the tag by sending it
a random number. The tag encrypts that
number using the secret key and sends the
response back to the reader. The reader uses
the secret key to decrypt the response. If the
decrypted response matches the challenge,
the tag is genuine. A counterfeiter cannot
read the secret key or figure it out by listening
in to the conversation between a tag and a
reader. Without the key, it’s impossible to
clone a tag that a reader will authenticate.

To use this feature, companies must con-
sider three new software requirements when
procuring or upgrading their RFID applications
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or middleware. The application that programs
the tag must choose a secret key—typically, a
random number—and program that along with
the EPC and other information. The application
reading the tag must instruct the reader to
issue a challenge, check the response and
signal an error if there is no match. And a
new database must manage the keys. The
programming application stores the secret
key associated with each
EPC, and the reading
application queries the
database to get the key for
verification. Obviously,
access to this database
must be secured.

RFID solution provid-
ers say the transportation
sector is eyeing the new
standard, because it
allows operators of elec-
tronic highway tolling
systems to switch from
active tags to less expen-
sive passive tags, with
confidence that vehicles
have legitimate tags and
not unauthorized clones.

Authentication also works in the other
direction: The tag can challenge the reader.
This approach might be used in an RFID tag
subway pass, in which the pass accepts a
command only from a kiosk (the reader) to
increase the dollar balance if it confirms that
the kiosk is legitimate, and not being spoofed
by a thief’s device. O

Ken Traub is the founder of Ken Traub Consulting,
a Mass.-based firm providing services to com-
panies that rely on advanced software technology
to run their businesses. Send your software questions
to swsavvy@kentraub.com.
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Will RFID Kill EAS?

Both technologies can perform effectively to thwart theft in retail stores, but one can

enable additional benefits.

By Bill Hardgrave

LET ME GET THIs out of
the way up front: I believe
RFID will replace tradi-
tional electronic article
surveillance for loss pre-
vention in retail stores.
The reason harkens back
to the question I posed in
my column Retail’s Trilogy:
Which is better, one or more benefits?

EAS does one thing—it detects if something
is going through a portal with a tag that has not
been deactivated. It can’t tell you what the item
is or whether more than one item is being
stolen. RFID knows exactly what is going
through the portal, and it can recognize each
item. RFID not only extends EAS’s single func-
tionality, it also has the capability to address
inventory accuracy, out-of-stocks and many
other use cases. As my good friend Bill Holder
(former CIO of Dillard’s) used to say, “At least
with RFID, we know exactly what was stolen,
so we can restock it for someone else to steal.”

When an EAS-enabled alarm sounds, it is
generally too late to stop the loss from occur-
ring. With RFID, a retailer has the opportunity
to actually prevent loss. The key is to use
RFID-generated data to develop a loss-preven-
tion system. A store, for example, could set up
the system to recognize anomalies that indi-
cate a theft is likely to occur, such as when a
shopper takes two identical items into a
dressing room or performs a “shelf sweep,”
removing several products from a shelf
quickly and simultaneously. The system
could alert store personnel to keep an eye on
the shopper, possibly preventing rather than
merely detecting a theft.

Consumers have grown accustomed to the
external EAS hard tags and EAS soft tags
affixed to items, both designed to visibly warn
a potential thief that an alarm will sound if
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the tag isn’t deactivated at the point of pur-
chase. Some stores that adopt RFID may elect
to use “dummy,” or empty, hard tags to con-
tinue the visual deterrent (especially on high-
theft items), or post signs indicating that RFID
is sewn or built into products. The RFID tags
will need to be affixed to products so they
cannot be easily removed. Some retailers are
embedding RFID tags into the care labels of
clothing, and I know of one European retailer
that is sewing the tag into apparel.

EAS vendors are actively helping retailers
transition from EAS to RFID by converting
conventional EAS portals to dual-purpose
portals that recognize both EAS and RFID tags,
and by providing hybrid EAS-RFID hard tags.

Sorry, EAS, but your days are numbered. The
issue is not whether EAS is a good technology,
it’s just that RFID is a better technology. And
better always disrupts the status quo. O

Bill Hardgrave is the dean of Auburn University’s
Harbert College of Business and the founder of
University of Arkansas’ RFID Research Center.
He will address other RFID adoption and
business case issues in this column. Send your
auestions to hardarave@auburn.edu.
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RFID End-User
Case-Study DVDs

RFID Journal has created a series of DVDs
containing presentations by end users,
recorded at various live and
online events.

RFID Journal holds several face-to-face conferences Hear presentations from RFID
every year, as well as a number of online virtual events Journal events, including:
and webinars. These events feature end users speaking  RFID in Health Care

objectively about the business reasons that they
deployed an RFID system, the technical hurdles they
overcame in doing so and the benefits they now
achieve as a result, as well as presentations by * RFID in Aerospace
academics, vendors and other experts. Many of the « RFID in Manufacturing
sessions were recorded, and we have compiled these
recordings into seven DVDs that are available for
purchase for only $99 or free with a one-year premium * RFID in Supply Chain and
membership to RFID Journal. Logistics

* RFID in Energy
* RFID in Defense and Security

* RFID in Retail and Apparel

TO LEARN MORE, VISIT www.rfidjournal.com/dvds
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Features

» No hattery—
uses RF energy

» Pocket-size

» Simple to use

» Works with all known
European and U.S. UHF
RFID readers

» Range can be adjusted
using external resistor

» A new 9dB attenuator

switch allows for close-

range measurement
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AN
INTRODUCING THE

A battery-free tool to simplify
RFID deployments.

With the ePix Power Mapper, you are no longer
working in the dark. This meter is specially
designed to reveal null spots in the UHF radio field
as well as the edges of the read field. The meter
also shows polarization effects, ground and water
absorption and other problems that prevent energy
from reaching the tag.

The meter relies on the power of radio waves,
so it cannot give a false reading. And a new
attenuator switch enables you to get close-range
measurements.

To order your Power Mapper, go to

rfidjournal.com/store/powermapper
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